Pa3paboTana BpeMCHHOH KOMHCCHCH
Cosera deaepanuu O pa3BUTHIO
HH(POPMAITMOHHOTO 00IIECTBA

Nudopmanuonnas namMsaTka 1,5 ody4uaromuxcs no 6esonacHoii padore B cetu UHTepHer

C KaXIAbIM IrOa0M MOJIOOEXKU B HHTepHeTe CTaHOBUTBHCA 6OJ'IbH_Ie, a IMKOJIBHUKHW OOHU U3

CaMbIX AKTHUBHBIX IOJb30Barenel PyHera. Mexay TeM, NMOMHUMO OrPOMHOIO KOJWYECTBA

BO3MOXKHOCTeH, MHTepHeT HeceT U mpoOieMbl. JTa namsITka AOJDKHA TOMOYb Tebe 0e30macHo

HaXOOdUTHCA B CETH.

Komnviomepnuie supycot

KomnbroTepHsbIil BUPYC - 3TO PA3HOBUJHOCTE KOMITBIOTEPHBIX IPOrPaMM, OTIIMYUTEIbHON

O0COOEHHOCTBIO KOTOPOH SIBJISETCS CIIOCOOHOCTh K PasMHOXKEHHIO. B nmomosmHeHue x 3TOMY,

BUPYCHI MOTYT HOBPEAUTD UJIH MMOJIHOCTBIO YHUUTOXUTD BCC @afmm " JAHHBIC, TIOAKOHTPOJIBHBIC

IOJIB30BATENI0, OT WUMEHHM KOTOpOro Oblia 3amylleHa 3apak€HHas IporpamMma, a TakKKe

MOBPENUTh WM J1aXK€ YHUYTOXKUTh OMEPALMOHHYI0 CHUCTEMY CO BceMH (Qaitnamu B meiom. B

OONBLINHCTBE CIYyYaeB PaCIPOCTPAHSIOTCS BUPYCHI Yepe3 HHTEPHET.

MeTtonb! 3aIIUTHI OT BPEAOHOCHBIX IIPOrPaMM:

L.

Hcnonb3yii coBpeMeHHbIE ONepaliiOHHbIe CUCTEMBI, UMEIOINE CEPbE3HbII YPOBEHD
3aIIUThI OT BPEJOHOCHBIX IPOTrpamM.

ITocrostHHO ycTaHaBiHMBail maTdu (UKU(POBBIE 3aIIATKH, KOTOPHIE aBTOMATHUECKH
YCTAHABJIMBAIOTCS C LIEJTBIO AOPaOOTKH MPOrpaMMbl) U APyrue OOHOBIEHHS CBOEH
ormepauMoHHOW cuctembl. CkaumBaii HMX TOJBKO C O(QUIMAIBHOrO caiita
pa3paborunka OC. Ecnm CyImecTByeT peXUM aBTOMATHYECKOrO0 OOHOBJICHUS,
BKJIIOUH €rO0.

Palboraii Ha cBOEM KOMIIBIOTEPE IO IPABAMH TTOJIb30BATENS, a HE aIMUHHICTPATOPA.
3TO He MO3BOJHUT OOJIBIIMHCTBY BPEAOHOCHBIX IMPOrPaMM HHCTAJUIMPOBATHCS Ha
TBOEM MEPCOHAIBLHOM KOMITBIOTEPE.

Hcnonb3yli aHTUBUPYCHBIE POTPAMMHBIE MPOAYKTHI N3BECTHBIX MPOU3BOIUTENEH, C
aBTOMATHYECKUM OOHOBJIEHUEM 0a3.

Orpannyb pu3nuecKuii TOCTYI K KOMIBIOTEPY AJISl IOCTOPOHHUX JIULI.

Hcnonp3yli BHEITHIE HOCUTEIN HHPOPMALIUK, TaKue Kak (uierika, TUCK Wiu (aii u3
UHTEPHETA, TOJIbKO U3 MPOBEPEHHBIX NCTOUHHKOB.

He otkpbiBaii KOMIbIOTEpHBIE (paiiiibl, TOTYYCHHbIE M3 HEHAAEKHBIX HCTOUYHHUKOB.
Haxe Te ¢ainbpl, KOTOpble NPHUCIAT TBOW 3HAKOMBbIH. Jlydme yTodHu y Hero,

OTIPAaBJIAJT JIU OH Tebe HX.

Cemu WI-FI

Wi-Fi - 370 He BUJ nepeaadu TaHHBIX, HE TEXHOJIOTHSI, a BCETO UMb OpeHy, Mmapka. Emre

B 1991 rony Hupepnanackas komnanus 3aperucrpuposaina openn « WECA», uro obo3Havaino

cnoBocouetanue « Wireless Fidelity», koTopblil mepeBoauTcst Kak «0eCIIpOBOIHAS TOYHOCTD.



Jlo Hamero BpeMeHH nouuta apyras abOpeBmarypa, KOTOpasi SIBJISIETCS TaKOW JKe

TexHoJjiorueit. Ito abopesuarypa «Wi-Fi». Takoe HazBaHue ObLIO JaHO ¢ HAMEKOM Ha CTAaHAAPT

BbICLIEH 3ByKOBON TexHUKHU Hi-Fi, 4TO B mepeBone 03Ha4aeT «BBICOKAS TOYHOCTHY.

Ja, OGecriaTHbI WHTEPHET-AOCTYN B Kade, OTENsIX U a3pOIopTax sBISIETCS OTIUYHON

BO3MOYKHOCTBIO BbIxona B MIHTepHET. HO MHOTHE 3KCIIepThI CUUTAIOT, YTO 001IenocTynHbie Wi-

Fi cetu He saBisiroTCs 0€30MaCHBIMUA.

Coserbl 10 Oe30macHocTi padore B 00IeA0CTYIIHBIX ceTsax Wi-fi:

L.

He mepenasaii cBoro nuuHyro uHpoOpMmaumioo uepes obmenoctymHeie Wi-Fi ceru.
Paboras B HUX, JKenaTeabHO He BBOIUTD APOJIH TOCTYTIA, JJOTHHBI M KAKUE-TO HOMepa.
Ucnonp3yii 1 0OHOBIISIH aHTUBUPYCHBIE IPOrpaMMbl U OpaHamaysp. TemM caMbIM ThI
obe3omnacuib cedst OT 3aKaYKH BUPYyCa HA TBOE YCTPOICTRBO.

IIpn ucnons3oBanuu Wi-Fi orkmoun ¢ynkmmioo «OO0muit goctyn k (aiimam u
npunTepam». JlaHHas (QYHKUMS 3aKphiTa MO YMOJTYAHHUIO, OJHAKO HEKOTOpHIE
MOJIb30BATENIN AKTHUBUPYIOT €€ JJIsl yA0OCTBA MCIOIB30BaHUs B paboTe win yuede.
He ucrnone3yit nybnuunbiit Wi-Fi s nepenayn TUYHBIX JaHHBIX, HAIIPUMEp, IS
BBIXOJIa B COLIMAJIBHBIE CETH MJIH B HJIEKTPOHHYIO MOUTY.

Hcnonb3yii Tonbko 3amuineHHoe coeauHenue uepes HTTPS, a ne HTTP, t.e. npu
Habope BebO-anpeca BBonu UMEHHO «https://».

B wmoGuneHOM Tenedpone ortkmoun  pynkumio «llogkmouenne k- Wi-Fi
aBTOMaTu4yeckn». He qomyckail aBTOMaTH4€CKOrO MOAKIIIOUEHHs] YCTPONCTBA K CETAM

Wi-Fi Ge3 TBOEIrO coriacusi.

Couuaﬂ bHblEe cemu

COLII/IaJ'IbeIe CCTU AKTUBHO BXOIAT B HAIlly KU3Hb, MHOT'UEC JIFOAU pa60Ta}0T H JKUBYT TaM

noctosiHHO, a B Facebook yike 3aperucTpupoBaH MIULIHApH YEJIOBEK, YTO SIBJISIETCS] OJHOM

CenbMOM BCEX JKUTENeH muaHeTbl. MHOTIHE IMOJIb30BAaTEeNN HE MOHUMAIOT, YTO WH(pOpMauus,

pasME€IICHHAass UMU B COLUAJIBHBIX CETAX, MOXKET OBITh HafII[eHa " UCIIOJIb30BaHa KEM YIrOOHO, B

TOM 4YHCJIe HE 00A3aTeNbHO ¢ OIarnMu HaMEePEHUSIMH.

OCHOBHBIE COBETHI IO O€30MACHOCTH B CONHUAJBbHBIX CCTAX:

L.

Orpannyb cnucok apy3edl. Y 1e0s B APY3bsAX HE IOKHO OBITh CIYYalHBIX U
HE3HAKOMBIX JIFOJEH.

3amumaii CBOI YaCTHYIO XH3Hb. He ykasbiBail maponu, TenedoHbl, anpeca, HaTy
TBOETO POXACHUS W APYIYI0 JUYHYI0 HHOOPMAIHIO. 3JIOYMBIIUIEHHUKH MOTYT
UCTIONB30BaTh AaKe WHPOPMALMIO O TOM, KaK Thl U TBOM POJUTENH IUIAHUpPYETE
NPOBECTH KAaHUKYJIBI.

3amuimaii CBOIO PeryTaLuIo - IEP’KH €€ B YHCTOTE U 3a/1aBail ce0e BOmpoc: XoTen Obl
ThI, YTOOBI Ipyrue MOJb30BATEIN BHIENH, YTO ThI 3arpyskaemn? Ilogymaii, npexne
9YeM YTO-TO ONMyOJIMKOBATh, HATIMCATD U 3arPy3UTh.

Ecnu Tel rOBOPHIIE C JTFOBMH, KOTOPBIX HE 3HACIIb, HE HCIIONIB3YH CBOE PEATbHOE UM
U IPYTYIO JIMYHYIO HHYOPMAIUIO: MMsI, MECTO JKUTEJIbCTBA, MECTO yueObl U povee.
Nzberaii pasmernenus gororpaduii B THTepHETE, TAE THI N300pa’KeH HA MECTHOCTH,

110 KOTOpOfI MOXHO ONPEACTUTD TBOC MECTOIIOJIOKCHUE.



6. Ilpu peructpanuu B COLMUAIBLHONU CETH HEOOXOIMMO UCTIOIB30BATh CIOKHBIE MAPOJIH,
cocrosimue U3 OykB U mU(p U C KOIUIECTBOM 3HAKOB HE MEeHee 8.

7. Jast conmanbHOM CeTH, OYThl U APYTrUX CAaWTOB HEOOXOIUMO UCTIOIB30BaTh Pa3HbIE
naponu. Toraa, eciau TeOst B3JIOMAIOT, TO 3JIOYMBILILIEHHUKH TTOTy4YaT JOCTYI TOJBKO

K OZTHOMY MECTY, a He BO BCE CPa3y.

Inekmponnsie Oenveu

DNEeKTPOHHBIE IEHBI'M — 3TO OYE€Hb YAOOHBINA Croco0 ruiaTeked, OJHAKO CYLIECTBYIOT
MOIIEHHUKH, KOTOPBIE XOTST MOJYYHTb 3TH ACHBIH.

DNEeKTPOHHBbIE IEHBIH TMOSIBIJINCH COBCEM HEOABHO U MMEHHO M3-3a 3TOIO BO MHOTHX
rocyapCTBax IO CHX IOpP HE MPOMUCAHO PO HUX B 3aKOHAX.

B Poccun e oHM (yHKIIMOHUPYIOT M O HUX YK€ IPOMHUCAHO B 3aKOHE, 1€ UX Pa3IEISIOT
Ha HECKOJIbKO BHUJIOB - aHOHUMHbBIE U HEAHOHMMHBIE. Pa3HUIIA B TOM, YTO aHOHUMHBIE - 3TO T€,
B KOTOPBIX pa3peruaercs MPOBOIUTH OMNEpaluu 0e3 HACHTU(PHUKALHMHM MOJb30BATENs, a B
HEaHOHHMHBIX HJIEHTH()UKALNSA MOIB30BATENS SBISIETCS 00S3aTEIbHOMN.

Taxoke cienyer pa3nuyarh 3JEKTPOHHbIE (praTHbIE AEHBIH (PaBHBI TOCYIAPCTBEHHBIM
BAJIIOTAM) H 3JIEKTPOHHBIE He(UATHBIE IEHbI' U (HE PABHBI TOCYAAPCTBEHHBIM BAJIFOTAM).

(OCHOBHBIE COBETHI 10 0e301acHON padoTe ¢ BJIEKTPOHHBLIMUA JA€HbIAMU.

1. TlpuBsoku k cueTy MOOMIIBHBIN TeaeoH. ITO caMmblil yIOOHBIH U OBICTPBII crocod
BOCCTAHOBUTB AOCTYN K cuery. IIpuBsizanubIil TenedoH moMoxkeT, eciau 3a0ynemb
CBOM MJIATEXKHBIN NapoJib WK 3alielIb Ha CANT C HE3HAKOMOI'O YCTPONCTBA.

2. Hcnonw3yii ogHopaszosblie napoiu. Ilocne mepexona Ha yCUJIEHHYK) aBTOPHU3ALIMIO
Tebe yxxe He OyIeT yrpoKaTh ONMACHOCTD KPAKH FITH MEPEeXBaTa IUIATEKHOTO MapOJIs.

3. BwiOepu cnoxnbiii maponb. [IpectymHukam OyaeT He TPOCTO yraaaThb CIIOKHBIN
napoJib. HapesxHple napoan — 3TO Napoiu, KOTOPbIE COAEPKaT He MeHee 8 3HAKOB U
BKJIFOYAIOT B Ce0s1 CTPOYHBbIE M NIPOMHUCHBIE OYKBBI, IU(PPHI U HECKOJIBKO CHMBOJIOB,
TaKMe Kak 3HaK jaojuiapa, (yHTa, BOCKIHMIATENBHBIA 3HaK W T.m. Hampumep,
StROng!;.

4. He BBOAM CBOU JIMYHBIE AAHHBIE HA CAlTax, KOTOPBIM HE TOBEPSCIIb.

Diiekmponnas nouma

DNIeKTpOHHAas MOYTa — 3TO TEXHOJIOTHS U MPEeOCTaBIIsIeMbIE €10 YCIYTH MO MepeCchlIKe
U TIONYYEHHIO 3JIEKTPOHHBIX COOOINEHH, KOTOPBIE PACHPEHENIOTCS B KOMITBIOTEPHOH CETH.
OOBIMHO  SNEKTPOHHBI  TOYTOBBIM  SIIOUK  BBIIJSIAMT — CIEAYIOIIMM  00pazoMm:
UMs_TIONIB30BATESI(@UMsI_noMeHa. Takke KpoMe Tepenadyd IPOCTOro TEeKCTa, HMEeTCs
BO3MOYKHOCTb IepeaBaTh (aiiblL.

(OCHOBHBIE COBETHI 0 0e301acHoN padoTe ¢ 3JIEKTPOHHOMN ITOYTOMN:

1. Hagno BeiOpaTh NMpaBUIIbHBIN MOYTOBLIH cepBuc. B IHTEpHETE €CTh OrpOMHBII BEIOOP
OecCITaTHBIX MIOYTOBBIX CEPBHCOB, OHAKO JIyUIlIe OBEPSTh TEM, KOT'O 3HACLIb H KTO
MEPBBIA B PEUTHHTE.

2. He yka3biBaii B TMYHOH mouTe JUUHYIO UHpopMauuio. Hampumep, sydine BeIOpaTh

«My3bIKaIbHBIA _(panaT@» niam «pok2013» BmMecTo «rémal3»;



Hcnonb3yii IByX3TaHY0 aBTOPU3ALHIO. DTO KOTIa IOMUMO ITapOJIsi HYKHO BBOJIUTH
KOJ, pUchlIaeMblii mo SMS.

Beibepu cnoxHbIA maposib. JJIsi KaXKOOro MOYTOBOTO SIIIHUKA JOJDKEH OBITh CBOH
HAJIC)KHBIN, YyCTONYUBBIN K B3JIOMY MapOJb.

Ecnu ecTh BO3MOXXHOCTb HamucaTb CaMOMY CBOM JIMYHBIM BOIPOC, UCIOJB3YH 3Ty
BO3MO>KHOCTbD.

Hcnonp3yii HECKOJNBKO MOYTOBBIX SIIUKOB. IIepBBIA AJIs 4acTHON MNEPENnucKu C
azpecaTamMy, KOTOpPbIM Tbl JOBepsielllb. JTOT 3JIEKTPOHHBI ajapec He Halo
UCTIOJIB30BATh NP PETUCTPALINH Ha opymax U calTax.

He otkpreiBaii (aiinbl 1 Ipyrue BIOKEHHS B MHCbMaxX Hake €CIM OHH MPHIIIH OT
TBOUX Jpy3ei. JIyuIne yrouHu y HUX, OTIPABIISUIN JIU OHU Tebe 3TH (aiibl.

ITocne oxoH4YaHMs PabOTHI HA MOYTOBOM CEPBHCE IEpeN 3aKPBITHEM BKJIAIKH C

caiftoM He 3a0y1b HA)KaTh Ha «BBIATHY.

Kubepbyniunz uiu eupmydaivHoe uz0esamesibCmeo

KubepOynmuar — mpecienoBaHue COOOIIEHUSMH, COAEPKAIMUMU OCKOPOJICHMUS,

arpeCcCuro, 3alyruBaHre, XyJUraHCTBoO, COUAJIbHOC 6OI>'IKOTI/IpOBaHI/Ie C IOMOIIBIO PA3JIMYHBIX

HHTCPHET-CCPBUCOB.

(OCHOBHBIE COBETHI 10 0oprOE ¢ KUOEPOYIITUHIOM:

L.

He 6pocaiics B Ooii. Jlyumuii criocod: mOCOBETOBAThCS Kak ce0sl BECTU U, €CJIU HET
TOr0, K KOMy MOJKHO OOpaTHTBCS, TO BHAUajle yCTIOKOMTHCA. ECIN Thl HaYHELIb
OTBEUaTh OCKOPOJIEHUSIMU Ha OCKOPOJICHUsS, TO TOJILKO eme OOJbIle Pa30oiKellb
KOH(ITUKT.

VYmpasisii cBoel kubeppernyTarue.

AHOHUMHOCTh B ceTH MHUMas. CymecTBYIOT CrOCOObI BBIICHUTB, KTO CTOHUT 3a
AHOHUMHBIM aKKayHTOM.

He crout Bectn Xynuranckuii o0pas BUpTyalbHOH sku3HU. UHTepHET QUKCUpYeT BCe
TBOU JICUCTBUS U COXPAHSAET UX. Y JAUTh UX OyAeT KpaliHe 3aTPyAHUTEIHHO.
Cobroaii CBOKO BUPTYAJIBHYIO Y€CTh CMOJIONY .

Urnopupyii enuanuHblii HeraTuB. OMHOPAa30BbIE OCKOPOUTENbHBIE COOOIICHHS
ay4ire urHopuposath. OOBIMHO arpeccusi MpeKpaInaeTcss Ha Ha4ajlbHOH CTauH.

ban arpeccopa. B nporpammax oOMeHa MTrHOBEHHBIMU COOOIIEHHUSIMH, B COLIMATBHBIX
CeTsX €CTb BO3MOXKHOCTb OJIOKHPOBKHM OTHPABKH COOOIIEHHIH C OIMpeaeseHHbIX
aapecoB.

8. Ecmu Tbl cBuperenp kuOepOysuimHra. TBoum neicTBUA: BBICTYNIUTH NPOTUB
IpeciiefioBaTes, MOKa3aTb €My, 4YTO €ro JeHCTBUS OLIEHMBAaIOTCS HEraTUBHO,
NOJ/IePKaTh JKEPTBY, KOTOPOH HYy>XKHA IICUXOJOrMYecKass IOMOIIb, COOOIIHTH

B3POCJBIM O (PaKTe arpeCCHBHOTO IMOBEICHUS B CETH.

Mobunwvnstit menedon

CoBpemennble CMapTQOHBI W IUIAHIIETHI COAEPKAT B cede BIIOJIHE B3POCIbIH

(yHKUMOHAN, W Temepb OHM MOTYT KOHKYPHUPOBAaTh CO CTALMOHAPHBIMU KOMITBIOTEPAMH.



OnHako, CpencTB 3alMThI AJIs1 TOAOOHBIX YCTPOMCTB MOKA OYeHb MaJIO. TeCTHPOBaHUE U MTOMCK
y;ISBPIMOCTefI B HUX MPOUCXOOAUT HE TaK MHTCHCHBHO, KaK IJisd HK, TO K€ CaMO€ KacaeTcsa U
MOOMJIBHBIX MPHIIOKEHHH.

CoBpemMeHnHble MOOMITBHBIE Opay3epsl YKe MPAKTUIECKH JOTHAJIN HACTOJIBbHBIC aHAJIOTH,
OHAKO pacimupeHue (yHKIMOHANA BliedeT 3a CcOOOH OONBINYIO CIOXKHOCTh W MEHBIIYIO
3aLIUIIEHHOCTb.

Jlaneko He BCe MPOU3BOAMTENH BBIMYCKAIOT OOHOBJIEHUS, 3aKPHIBAIOIINE KPUTHIECKUE
VSA3BUMOCTH J1JIs1 CBOUX YCTPOWCTB.

(OCHOBHBIE COBETHI LUIsl O€30MaCHOCTU MOOWMIILHOTO Tenedona:

1. Huuero He sIBIsieTCS MO-HACTOSILIEMY OeCIUIaTHBIM. Bynb OCTOpOXKEH, BeIb Korna
Tebe mpemrararor OecrulaTHBIH KOHTEHT, B HEM MOTYT OBITh CKPBITBI KaKHE-TO
IJIATHBIE YCIIYTH.

2. Jymaii, npexae yeM otnpaButb SMS, ¢oto muan Buneo. Thl TOUHO 3HAEIIb, TIe OHU
OyayT B KOHEUHOM UTOTE?

Heobxonumo 0OHOBIISATE OMEPAIIMOHHYIO CHCTEMY TBOEro cMapTdoHa.

4. Hcnonb3yit aHTUBHPYCHBIE MTPOrPaMMBI JIJIsI MOOMIIBHBIX TeNIe(hOHOB.

5. He 3arpy»ail npuaoxeHusi OT HEU3BECTHOI'O UCTOYHHKA, BE€b OHU MOT'YT COAEPKATh
BPEIOHOCHOE ITPOrpaMMHOE 0OecTieueHue.

6. Ilocie Toro kak ThI BRIAACIID C CaiiTa, re BBOAMII JIMYHYIO HHYOPMALUIO, 32U B
HACTPOIiku Opay3epa u yaanu cookies.

7. Ilepuoguuecku nposepsiii Kakue IUIaTHbIE YCIyTH aKTUBHPOBAHbI Ha TBOEM HOMEpE.

8. JlaBaii cBOIl HOMep MOOWIIBHOrO Tesne(OHA TOJNBKO JIOAAM, KOTOPBIX Thl 3HACIIb H
KOMY JIOBepsielb.

9. Bluetooth momkeH ObITh BBIKIIIOUEH, KOrna Thl UM He monb3yemnbcsi. He 3albiBaii

HHOTr'Aa NPOBEPATH 3TO.

Online uzpot

CoBpeMeHHBIE OHJAWH-UTPBI - 3TO KPACOYHBbIC, 3aXBATHIBAIOINHE PA3BJICUCHUS,
OOBEUHSIOIINE COTHU THICSY YEJIOBEK MO BCceMy MHUPY. UTpOKH MCCIENYIOT NaHHBIA UM MHP,
OOIIAIOTCS APYT € APYTOM, BBITIOJHSIOT 3a1aHUs, CPAKAIOTCS] C MOHCTPAMH U TIOJYYatOT OIBIT.
3a yIOBOJIBCTBHE OHU IUIATAT. MOKYMAKOT IHCK, OIUIAYMBAIOT aDOHEMEHT WM MPHOOPETaroT
KaKHe-TO OITLIUH.

Bce »tm cpencTBa MAyT Ha MOANEpXKAHME W Pa3BUTHE HWIPHL, a TaKKe Ha Camy
0€30MacHOCTh. COBEPLICHCTBYIOTCS CHCTEMBl ABTOPH3ALMH, BBIMYCKAIOTCS HOBBIE IaTYH
(mmdpoBbIe 3amaaTky 11 IPOTPaMM), 3aKPbIBAIOTCS YA3BUMOCTH CEPBEPOB.

B nomoOHBIX Urpax CTOMT OmacaTbCsi HE CTOJIbKO CBOHMX COIEPHUKOB, CKOJIBKO KPaskKu
TBOETO MapoJIsi, Ha KOTOPOM OCHOBAHA CUCTEMA aBTOPHU3AaLUHU OONBIIMHCTBA UIP.

OCHOBHBIE COBETHI IO 0€30MACHOCTH TBOErO MIPOBOIO AKKAYHTA:

1. Ecnu npyroii urpok Bemet ceOs TUIoX0 HiTH co3aaeT Tede HEMPUATHOCTH, 3a0JI0KUpy i
€ro B CIUCKE UIPOKOB.
2. Iloxanyiics aIMHUHUCTpATOpaM MIPbl Ha IUIOXO€ TMOBEAECHHE 3TOr0 WIPOKa,

JKEJIATCIIbHO MPUITIOKUTE KAKUEC-TO JOKA3aTCJIbCTBA B BUAC CKPUHOB.



He ykasbiBait muunyo nHGoOpMaLmio B podaiine urpsl.
VYBaxkall pyrux y4aCTHUKOB I10 UIpe.
He ycranaBnuBail HeopuuManbHbIE TATYH H MOJIBL

Hcnonb3yii CIOKHBIE U pa3HbIE MAPOIIH.

e

Jaxe BO BpeMs WIPBl HE CTOMUT OTKJIOYaTh aHTUBUpyC. Iloka Tl mrpaems, TBON

KOMIIBIOTEP MOTYT 3apa3UTh.

Quuune win Kpaxca TUYHbIX OGHHBIX

OObIuHOM Kpakei OeHer W JOKYMEHTOB CEroflHA YK€ HHUKOrO HE YIUBHUINb, HO C
pPa3BUTHEM WHTEPHET-TEXHOJOTHHA 3JIOYMBIIUJICHHUKA TEPEMECTHIINCh B HHTEPHET, U
MPOZIOJDKAIOT 3aHUMATBCS «JTFOOMMBIMY» JIE€JIOM.

Tak mosiBUIAaCh HOBast yrpo3a: MHTEPHET-MOIICHHNYECTBA MIH (PUINUHT, TJIaBHAs LEJb
KOTOPOT'O COCTOUT B IOJYYEHUH KOH(PHIEHIMATIBHBIX TAaHHBIX IOJb30BATENIell — JIOTHHOB U
naponeii. Ha anrnmiickom si3bike phishing unraercs kak gumunr (ot fishing — preidHas noBs,
password — maposb).

(QCHOBHBIE COBETHI 10 0OpLOE ¢ PUILIHUHIOM:

1. Cnenn 3a cBomM akkayHTOM. Ecnm Tel momo3peBaemib, YTO TBOsI aHKeTa ObLia
B3JIOMaHa, TO HeoOXoAnMMo 3a0JOKMPOBaTh €€ W COOOIMUTH AAMHHHUCTPATOPaM
pecypca 00 3TOM Kak MOXKHO CKOpee.

2. Hcmnone3yii Oe3omacHbie BeO-CaliThl, B TOM YHCJIE HHTEPHET-MAara3uHOB U MOUCKOBBIX
CHCTEM.

3. Ucnonp3yii cioxxHble W pa3Hble naposnu. Takum obpa3om, eciu Teds B3JIOMAIOT, TO
3JIOYMBILUIEHHUKH TOJIy4YaT AOCTYI TOJIBKO K OTHOMY TBOEMY MPO(]IIIIO B CETH, a He
KO BCEM.

4. Ecnu Te0s B311OMaIH, TO HEOOXOAUMO MPEAYIPEAUTh BCEX CBOMX 3HAKOMBIX, KOTOPBIE
nobasneHbl y TeOs B APY3bsX, O TOM, 4TO TeOsi B3JIOMAJ M, BO3MOXKHO, OT TBOETO
UMEHH OyZIeT pacchUIaThCs ClIaM U CChUIKK Ha (PUIIMHTOBBIE CANTBHL.

5. Vcranosu HapexHbli maponb (PIN) Ha MOOMIIBbHBIH Tene(oH.

6. OTKIIOUN COXpaHEHUE MapoJst B Opaysepe.

7. He otkpbiBaii haiisasl U APYTHE BIOKEHHS B IICbMaX J1ayKe €CIIH OHHU MPHUIILIH OT TBOUX

apy3eii. Jlydie yTO4HU y HUX, OTIPABIISIIN JIU OHH Tebe 3T (aityibr.

Hudposas penymayun

Hudposas penyTtanus - 5TO HEraTUBHASI WM MO3UTHBHAsE MH(GOpPMALHs B ceTH O Tebe.
Kommnpomerupyromas nHpopManust pa3MeIeHHass B UHTEPHETE MOXKET Cepbe3HbIM 00pa3oM
OTPa3UThCS HAa TBOEH peanbHOM ku3HU. «L{ndposas penyranus» - 3TO TBOW UMUK, KOTOPBIH
dopmupyercs 3 napopmaruu o rede B IHTepHETE.

TBoe MecTO JKUTENbCTBA, Y4eObl, TBOE (PHHAHCOBOE MOJIOKEHHE, OCOOEHHOCTH XapakTepa
U PacCKasbl O OJIM3KUX - BCE 9TO HAKAIUINBAETCS B CETH.

MHorue noapoCTKH JETKOMBICIEHHO OTHOCATCS K MyOJIMKAaLWUK JTMYHOW MHQOPMALIUH B
HHTepHeTe, He MOHNMAasi BO3MOXKHBIX MOCHenCTBUI. Thl 1aXke HE CMOXKEIIb AOTafaThCsl O TOM,

yro (pororpadus, pa3MemeHHast S IeT Ha3aj, CTajla MPUUUHONW OTKa3a MPUHATH TeOst Ha paboTy.



KommenTtapuu, pasmerenue TBoux Gpororpaduii u qpyrue AecTBUSI MOTYT HE UCUE3HYTh
JasKe MOCJIE TOrO, KaK Thl UX YAAIUIIb. Thl HE 3HACIIb, KTO COXPAHUII 3Ty HH(POPMALIHIO, TIOTaNa
J¥ OHA B TNOHUCKOBBIE CHUCTEMBbI M COXPAHMJIACh JIM OHA, a TJIABHOE. YTO MOAYMAaKT O Tebe
OKpY:KaroIee JIOAH, KOTOPble HAWAYT U yBUAST 5T0. HaliTn mHOOpPMALMIO MHOTO JIET CITyCTSI
CMOXeT JIFoOOH - Kak M3 H0OphIX MOOYXKIEHUH, TaK U ¢ HAMEPEHHEM NPUYUHUTH Bpend. ITO
MOJKET OBITh KTO YTOITHO.

OCHOBHBIE COBETHI O 3aIIUTE LIPId)DOBOfI penyranuu:

1. Tloxgymaii, mpexae 4eM 4TO-TO MyOJIMKOBATH M IepenaBaTh y cedst B Ojore wiu B
COLIMAJIbHON CETH.

2. B HacTpoiikax npoduisi yCTAHOBU OTPaHUYEHUS HA TIPOCMOTP TBOETO MPOGUIIS U ero
COAEP)KUMOTO, CAeNal €ro TOJbKO «IJIs APYy3€ei».

3. He pasmemaii u He yka3biBail HHPOPMAIUIO, KOTOPAs MOXKET KOTO-JTHOO OCKOPOIISATH

WA OOMKATD.

Aemopckoe npaso

CoBpeMeHHBIE IKOJIbHUKH- aKTUBHBIE TIOJIb30BaTENH HU(PPOBOTO mpocTpancTsa. OHAKO
JaeKo He BCE 3HAIOT, YTO MOJIb30BAaHHE MHOTMMH BO3MOKHOCTSIMH IIU(POBOrO Mupa TpedyeT
COOJIFOICHHMSI TPAB HA MHTEJUIEKTYAIbHYIO COOCTBEHHOCTb.

TepMI/IH CUHTECJUICKTYaJIbHAaA CO6CTBeHHOCTb» OTHOCUTCA K PA3JIMYHBIM TBOPCHUAM
YeJIOBEYECKOro yMa, HAYWHAs C HOBBIX U300peTeHNH 1 3HAKOB, 0003HAYAIOINX COOCTBEHHOCTD
Ha TIPOAYKTBI W YCIYTH, W 3aKaH4uMBas KHHUramu, QororpadusMy, KHHOPHIBMAMH U
MY3bIKAJIbHBIMU MMPOU3BCACHUAMU.

ABTOpCKI/Ie npaepa - 5TO MpaBa Ha UHTECJUICKTYAJIbHYIO CO6CTB€HHOCTB Ha MPOU3BCACHUA
HAayKH, JIUTCPATYPbl U HCKYCCTBaA. ABTOpCKI/Ie Mpaea BBICTYNAOT B KAYECTBE rapaHTHUU TOro, 4To
MHTEJUIEKTYaJIbHBII/TBOPUECKUI TPy aBTOpa HE OyIeT HamnpacHBIM, JACT €My CIpaBEeIJIMBBIC
BO3MOXKHOCTH 3apaboTaTh Ha Pe3yJbTaTaX CBOEro TPyAa, MOJYYUTh U3BECTHOCTh U MPU3HAHHE.
Hukro 6e3 paspeliieHus aBTOpa HE MOKET BOCTIPOU3BOIUTH €r0 MPOU3BEICHHE, PACTIPOCTPAHSTD,
nyOJIMYHO AEMOHCTPHPOBATh, MPOAABaTh, HWMIIOPTHPOBATH, IMyCKAaTh B MpPOKAT, MyOJUYHO
UCTIOJHSATB, TOKA3bIBATh/UCTIONHATD B 3(pupe nim pasmernars B MlHTEpHETE.

Hcnonp3opanue «MMUPATCKOTro» MpoOrpaMMHOroO o6ecnequI/I${ MOKET MPUBCCTH KO MHOTUM
puckaMm: OT MNOTCPU HdAaHHBIX K TBOUM dAKKayHTaM OO 6.]'IOKI/IpOBKI/I TBOEIro }’CTpOI\/'ICTBaj jpils
yCTaHOBJIEHA HeJeraibHas mporpamma. He cTout Takke 3a0bIBaTh, YTO CYLIECTBYET JierajibHbIe

u OecIuIaTHBIE nporpamMmel, KOTOPbIE MOKHO HaWTH B CETH.

O nopmarne

CereBu4oK.pd - TBOI TIJIABHBIM COBETYMK B CETH. 3A€Ch Thl MOXKELIb Y3HATh O
0e30MacHOCTH B CETH MOHATHBIM U JOCTYITHBIM SI3bIKOM, & MPU BOSHHUKHOBEHUH KPUTHYECKOIl
CUTyall OOpaTHTBHCS 332 COBETOM. A TakKe MPHUHATh y4acTHE B KOHKYpCaX U CTaTh CaMbIM

U POBBIM TPaKIAHTHOM!



